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ABSTRACT

Advertisements surround our daily lives and are becoming increasingly ubiquitous. However, unless the advertisements are
highly relevant to the consumer, she is likely not to pay full attention to it. In this paper, we propose a novel mobile agentbased system where businesses can better understand and communicate with the consumer. Meanwhile, this system also
helps the end user reduce information overload by helping her filter out unnecessary information and only show information
that is relevant. The proposed system is a marked departure from the traditional client-server architecture commonly found in
current e-commerce systems. It provides novel ways for cellular service providers to compete, and businesses to acquire new
customers. In this paper, we will address all the challenges associated with such an evolutionary system. We will also provide
some sample scenarios, along with an architectural design for our proposed system.
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INTRODUCTION

In the consumerist world that we live in, we, as consumers, are constantly being bombarded with advertisements anywhere
we look: on TV, on the radio, in magazines, on billboards etc. This situation is best summarized by the authors of [6], as they
point out, “companies constantly struggle to find the best advertising strategies to promote their goods and services. They
need to be able to reach the segment of population that is potentially interested in their products. They need to deliver the
advertisements in an appropriate manner that will “stick” in the users’ minds. They need to make sure that the products and
services they advertise are those that meet the user’s needs. Also, they need to ensure that their advertisements do not annoy
anybody, since that could result in a negative impact”. In the field of marketing, the most effective form of advertising has
been found to be target marketing [6]. Through the studying of consumer behaviours and customer demographics, marketers
have come up with ways in which delivering the right message to the right people at the right time leads to the highest chance
of a sale transaction. The more is known about the consumer, the better the business can perform target marketing.
Now in the information age, it is hardly surprising that the Internet is used for advertising purposes also. In fact, for many
websites, advertising is the major source of revenue. Undoubtedly, the influx of businesses investing in having an "Internet
presence" starting in the mid 90s has helped fuelled the Internet revolution and shaped it into the Internet as we know today.
Yet, if we look at the forms of advertisements used on the web, one will see that the majority of them are using serendipitous
advertising – a form of advertising where every user is deemed identical and is thus shown the same ads. Effective as it may
be for telling a marketing message to a huge crowd, it also runs the risk of showing the user an advertisement that is
completely irrelevant, or downright utterly annoying. Too often, we have seen ad banners on websites selling products we
will never buy, or are giving away promotions to only patrons of far-off countries. What is needed is a way to tailor online
ads to the user’s location and preferences.
In addition, the proliferation of online retailers has brought about a need for users to easily compare prices and offerings from
the numerous retailers that is out there. We believe that by using the information retrieval and filtering capabilities of mobile
agents and location information about the user, there exists a good opportunity for value-added services to be provided to the
end-users. This also brings about a new way for cellular phone service providers to achieve competitive advantage by
competing not only on the basis of price and packaging, but also on the basis of the set of value-added services that they
provide to their clients.
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In order to overcome the input/output limitations brought about by mobile devices, we must develop software that is contextaware and with higher degrees of automation [9]. To that end, we propose to use mobile agents to automate the process a user
engages in when comparison shopping, and we will also present our novel system architecture for location-aware advertising.
RELATED WORK

Location-aware or location-based advertising is a form of location-aware services where the behaviour of such services is
mostly driven by location information. Several location-aware service papers list mobile advertising as one of the future
possibilities. For example, Varshney and Vetter [15] suggested that mobile advertising will be a very important class of
mobile commerce. They augmented location information with the personalization of the delivery by obtaining the history of
the user’s purchases or consulting the user at an earlier stage. Barnes [16] introduced the concept of tempting nearby users
into the stores and delivering location messaging related to security in a particular area of the city, for example. Ranganathan
and Campbell [6] discussed mobile advertising in the context of pervasive computing environments; they presented a list of
challenges and some ideas for solutions for advertising in pervasive environments. Finally, Randell and Muller [17] presented
the Shopping Jacket infrastructure that uses GPS and local pingers in stores for positioning. Wearers were alerted when
passing an interesting shop. The system could also be used to guide the user around a shopping mall.
The novel contribution of our approach is the introduction and implementation of a new location-aware mobile advertising
system that is based on mobile agents. In addition, a business model is proposed in order to allow businesses to form
partnerships and thus solving the usability and security problems of mobile agents.
COMPARISON SHOPPING IN THE WIRELESS ENVIRONMENT

We have already grown used to having information at our finger tips whenever we log onto the Internet. We can find
anything from news, to weather forecasts, to movie listings, to where to dine etc., on the Internet. Much of this information
becomes much more valuable when we are moving in the physical world. A natural development in the information age is
that we want fast and convenient access to information anywhere we go. This is where wireless computer devices become
handy. These devices currently come in many form factors, but the most common are cell phones and PDAs. However,
accessing the Internet through these tiny devices is a fundamentally different experience from doing the same on a desktop.
With the small size of the devices, it is inevitable that their screens are also quite small. The overall lower CPU power,
memory capacity, multimedia capabilities and network bandwidth associated with these devices poses a limitation on how
text and data should be shown to the end user, and present tough challenges for software designers to layout their software. In
[7], the authors describe this problem as, “most of the interface objects used in desktop computing environments - pull-down
or popup menus, multiple windows, icons - consume a great deal of valuable screen space on the PDA screen. This accounts,
we believe, for the efforts of the designers of the current crop of PDAs to minimize the size of these interface objects, or, in
some cases, to eschew them altogether.”
Generally users that are accessing the Internet from wireless devices while they are moving around are more hurried, and
have less time to wade through pages and pages of information to find the information they need. In addition, despite the
many groups of researchers, like the authors of [7], working on making handheld devices more usable, inputting data to
wireless devices is currently still awkward. Entering data into a cell phone usually means punching on the keypad one or
more times per letter of a word, and even on the more advanced Palm Pilot, writing on the graffiti is still quite a bit slower
than typing. Picture the frustration a user must feel if she wants to compare the prices of a CD in 10 different online stores
punching in the same CD information again and again using a cell phone! The need for direct access to information with a
minimal amount of browsing, coupled with the need for a minimal amount of user input is what prompt us to investigate in
using mobile agents to perform information filtering and retrieval on behalf of the user for the case of comparison shopping.
MOBILE AGENTS

Mobile agents represent a new paradigm in distributed systems programming wherein a thread of program execution can be
transported from one host to another amidst execution. It is a markedly different approach to distributed computing when
compared to the traditional client-server approach. When the time comes for a mobile agent to move from one host to
another, the program state is marshalled (in the case of Java, it is serialized), and sent over the network to the other machine.
Over on the other machine, the exact opposite happens where the program state is unmarshalled, and program execution
resumes on this new host [8].
In terms of advantage, the benefit lies in the lower total number of communication messages sent over the network. This
distinction is essential for our wireless devices where the Internet connection is slow, and quite often times erratic. The
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performance advantage of mobile agents depends upon the network. Essentially, White describes the situation in [4] as "the
lower its throughput or availability, or the higher its latency or cost, the greater the advantage." Wireless networks for mobile
devices are good candidates for applying the mobile agent model due to its lower throughput, unreliable connection and its
relative high cost.
PROPOSED SOLUTION

We propose a novel approach for users to comparison shop, that of utilizing the information retrieval and filtering capabilities
of mobile agents. In this proposed system, mobile wireless users wanting to comparison shop for merchandises log onto our
system, the gateway, where they can send out mobile agents that act as comparison shopping agents, looking through retailers
with an Internet presence that carry their desired products. The shopping agents will be searching not only the various online
retailers, but also websites representing physical stores located near the user’s current location. Figure 1 shows the
architecture of our system.
Business Model

We envision a business model where the gateway will be run and maintained by a wireless voice/data service provider. The
gateway company and the various retailers will enter into a business agreement that will benefit them both. From the point of
view of the retailers, they will agree to install the necessary server components to allow mobile agents from the gateway to
run on their websites; and in return, the gateway agrees to let each retailer insert one advertisement to be incorporated as part
of the mobile agent’s search results. This novel online shopping paradigm is beneficial to all the parties involved.
The retailers benefit by getting exposure to potential consumers currently in the market to buy products that they have to
offer. By looking at the type of merchandises that the user is interested in buying and the user’s current location, the retailer
can now adopt target marketing instead of serendipitous marketing, which is more effective. For example, if the mobile agent
representing the user is looking for the price of a specific Harry Potter book, the retailer’s server can now run through its
database of ongoing promotions or advertisements that might interest the user the most. For instance, it might be able to tell
the user of the store’s highly relevant ongoing promotion of getting two Harry Potter books for the price of one, thus allowing
the retailer to send the right message to the right people at the right time.

Figure 1: System Architecture
Looking at the customer’s point of view, location-aware comparison shopping service is a value-added service that allows her
to shop at many stores with minimal work. In addition, the chance that she will see promotions that actually interests her is
much heightened. Reusing the above example, it is likely that she will be very interested in the two-for-one sales promotion
on all Harry Potter books from one of the retailers. Because the advertisements are now relevant to the customer’s needs, the
customer will be more interested in them.
And from the gateway's point of view, by offering its users the convenience of location-aware comparison shopping via
mobile agents, it will reap the benefits outlined by the authors of [10] in their analysis of the business model of location-

Proceedings of the Tenth Americas Conference on Information Systems, New York, New York, August 2004

2170

Mahmoud et al.

Mobile Agents for Location-Aware Wireless Advertising

based services. In particular, location-based advertising is a promising value-added service that offers multiple advantages to
the gateway: (1) value-added service attracts new customers and enhances existing customer’s loyalty; (2) revenue increase
due to traffic generated by the use of such services; (3) potential to further increase revenue by selling to other companies
user location information. Not only that, by looking at the types of merchandises that its users are sending out, the gateway
can data mine on the that information and create profiles of consumer trends, harnessing the valuable data resalable to parties
interested in consumer buying trends.
Comparison Shopping Agent

Similar to a user traveling from place to place in the physical world, a comparison shopping agent is a mobile agent that
travels across the Internet on the user's behalf, looking for good deals from online stores and nearby physical stores.
Here is an example to illustrate the idea of this agent: a user enters a few items that she needs to buy into the online shopping
list, stored on the gateway. A mobile comparison shopping agent is then created and dispatched. It will first query the Yellow
Pages, which is a database that provides a listing of companies with an Internet-presence that carry the desired merchandises,
which are located within a certain preset proximity to the user. With this listing of URLs, the agent can travel to each URL
one by one, checking out the offerings of each company. When it has exhausted its list of locations to travel to, it will return
to the portal, recording its findings to the results database. At this time, the user is likely to have relocated, so the mobile
agent queries the Yellow Pages again, checking to see if there are any new businesses that are now within the preset
proximity to the user. If there are, the agent is dispatched again; and if there are not, the agent sleeps for a preset amount of
time, for example, five minutes and the cycle begins again.
For additional functionality, the user can optionally specify the shopping agent to go back to a previously visited site with a
preset frequency (of say, 3 times a day) to get the most up-to-date prices for items that fluctuate a lot in prices.
The Ads Module

Whenever a mobile agent calls for a search, the Advertisement or Ads Module tries to find an advertisement that best
interests the user. The Ads Module is itself a database that stores the numerous advertisements and promotions that the
company is running. Stored in this database are both plain text version of the ad and an image that is the ad banner. The
current matching algorithm is a simple text matching algorithm. For example, if the user is looking for Radiohead CDs, the
algorithm searches through the database looking for the keywords “Radiohead” and “CD” and see if there are any promotions
regarding Radiohead CDs.
In the future, a product recommendation system, akin to that of Amazon.com’s can be implemented. This system attempts to
find products that the user is also interested in, for example, showing her other CDs that other users interested in Radiohead
have bought.
Life-Cycle

In order to better illustrate how all the components of the system fit together, we will now look at the lifecycle of our
Comparison Shopping Mobile Agent.
The cycle starts by the user logging into the Gateway and visiting the online shopping list wizard. The wizard creates an
empty shopping list on the User Profile Module for the user if one does not already exist. When the user is done with the
wizard, the user's shopping list is updated. Control is now passed to the Gateway Mobile Agents (MA) Platform with the
items in the shopping list as input parameters. The Platform can now customize a new mobile agent based on those
parameters. The mobile agent just created will now query the User Location Module for the location of the user, and store it
in its internal states. Before it can be dispatched, it must contact the Yellow Page to find the list of servers to visit in turn.
Now it can be dispatched.
As it arrives at the first Business Server Mobile Agent (MA) Platform on its list, the platform will try to search through its
data, looking for merchandises that fit the needs of the mobile agent's user. While the server is busy looking for that, the
user's buying preferences are also passed to the Advertisement or Ads Module, where it will try to find the best ad for the
user. When the search process is completed, the list of fitting merchandises along with some basic product and price
information and one selected advertisement will be added to the mobile agent's internal state. The mobile agent will now
travel to the next destination on its list and do the same task again until it has exhausted its list.
When it has finally exhausted its list of servers to visit, it will return to the Gateway MA Platform. The platform will retrieve
the search results along with the embedded advertisements from the returning agent's internal states, and record that on the
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User Profile Module. The user will be able to see the results next time she logs into the system, where a JavaServer Page
(JSP) page will take those results from the User Profile Module and generate a page customized for her device.
Now that the mobile agent has finished its roundtrip journey, it might be dispatched again for one of two reasons. The user
might have relocated to a new location. The mobile agent can know this by polling the Use Location Module at a set time
interval, say every five minutes. If the user has indeed relocated, the mobile agent will once again talk to the Yellow Pages to
see if there are any new stores that are nearby now. The mobile agent can tell whether it has visited the site by comparing the
new list returned to that of the one stored in the User Profile Module which details its last journey. If new stores are indeed
found, the agent will again be dispatched. The other case is if the user has selected the option that certain items in her
shopping list fluctuate often in price and therefore the mobile agent should go back and check for an updated price every once
in a while. In this case, the Gateway MA Platform will generate a new list of destinations for the mobile agent and dispatch
it.
It is important to note that the customized instances of the mobile agents in this system are destroyed after they finished their
tasks. There are two time-to-live parameters: one is set by the internal agent platform in order to make sure that the system
doesn’t get overloaded by agents, and the other is set by users specifying whether they wish to be notified by agents once
they relocate and this will be an added-value service that the user may need have to subscribe to. Newly created instances
learn about their users from the User Profile Module.
SAMPLE SCENARIO

Imagine you have been looking to buy a pair of jeans with no regards to name brands, so you login to the gateway and enter
into the online shopping list wizard:

SHOPPING LIST
Merchandise category: Jeans
Brand: --Colour: Blue
Price Range: $30-$60

And also, you might have been looking to buy a CD by Radiohead with no regards to price, so you enter:
Merchandise category: Audio CD
Artist: Radiohead
Album: OK Computer
Price Range: ---

After you are finished with the shopping list wizard, the gateway looks at the shopping list and customizes a comparison
shopping agent for you according to that list, and dispatches it.
One day, while walking into the shopping mall, the PDA beeps and lets you know that it has found matches to what you have
been looking for. For example, it may show the results sorted by distance as follows:

Merchandise Description
Price
Store
Distance
---------------------------------------------------------------------------------Jeans
Levi's
$69.00
Levi's Store
0.1KM
<< Levi's Red Tags are now on sale $49.00!! >>
Jeans
Guess
$65.00
<< Free Alteration for any purchase over $50 >>

Guess

1KM

Audio CD
Radiohead OK Computer
$15.00
HMV
<< Join HMV Club for 5% discount on every purchase >>

0.15KM

Audio CD
Radiohead OK Computer
$14.00
Chapters.ca
<< NEW RELEASE: Radiohead Hail to the Thief, Buy It Now! >>
...

Online Only
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The results that the PDA has returned not only include physical stores situated near the user, but also online stores, e.g.
Chapters.ca, as indicated by "Online Only" in the Distance column. The distinction is made here to remind the user that
buying online quite often includes hidden costs such as shipping and duties.
One might also notice the customized ads embedded in the search results. For example, seeing that the customer is looking to
buy a pair of jeans, the Levi's Store can show the user the ad that Red Tags are on sale. Another example is that Chapters.ca
realizes that the user is looking to buy a Radiohead CD, she might also be interested in Radiohead's newest release: Hail to
the Thief.
The results are currently sorted by distance, for the user that wants to find the closest store to buy the item from, because she
might want to buy the item soon. The search results can also be sorted by price for the user looking for the best deal.
A user may click on any of the entries to reveal more information about the product and the store:
Detailed Info:
Merchandise: Levi's 501.
Store: Levi's Store.
Location: Basement level, Eaton's Center, Toronto, ON.
Hours: 9am - 5pm.
Phone: 234239487

If a user selects to view the details of an entry from an "Online Only" entry, the user has the ability to select <<Buy It
Now>> as shown in the following example:
Detailed Info:
Merchandise: Radiohead OK Computer
Store: Chapters.ca
"Online Only"
<<Buy It Now>>

To make the buying experience even easier for the customer, she can optionally store details about herself on the gateway,
storing such information as: mailing address, email address (for the store to send her the electronic receipt), credit card
number and expiration date, telephone number.
If the user has stored her profile on the gateway, as soon as she clicks <<Buy It Now>>, the transaction would go through
right away. The user would be given a confirmation number on screen, and then finally a confirmation email would be sent to
her email address.
If the user is not interested in any of the above offers, she might go to a different shopping area, at which point the PDA will
beep again if it finds new deals. The PDA might also beep again later if the prices from the above stores have been updated at
a later time.
LOCATION-AWARE ADVERTISEMENTS CHALLENGES

An evolutionary system such as the one proposed above inevitably poses a few challenges. There are two main categories of
challenges, one related to the system design itself, and another set related to the mobile agent paradigm.
Acquisition of the Location of the Wireless Devices

In order to provide location-aware advertisements to the wireless user, the first requirement is to acquire information
regarding the user's current location. The challenge lies in striking a balance between achieving acceptable accuracy in the
location data versus minimizing the capital expenditure required for the additional infrastructure needed. There are currently
many ways to acquire the location of a wireless device, which can be divided into three groups: handset-based positioning
methods where GPS-enabled handsets are used, network-based positioning methods where network equipment is used to
determine the location of the users, and hybrid positioning methods (a combination of handset and location-based
positioning) which is assumed in this system. Each of them has a trade-off between speed of location determination and
accuracy. The more commonly mentioned technologies include: Cell Of Origin (COO) [11], Global Positioning System
(GPS) [12], Enhanced-observed Time Difference (E-OTD) [13], Angle Of Arrival (AOA) [14], Time Difference Of Arrival
(TDOA) [1]. The details involved in the mentioned systems are beyond the scope of this paper, interested readers are suggest
to read Chapter 5 of Andrew Jagoe’s Mobile Location Services: The Definitive Guide [1].
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Protecting the User’s Privacy

There exists a strong conflict of interests between users and businesses in the market of location-based advertising. While the
users want to protect their interests and privacy by giving away as little about themselves as possible; businesses want to
create business opportunities for themselves by getting to know as much as possible about its potential customers [10].
We address such concerns in our system by using mobile agents. After mobile agents are sent out, they anonymously
represent their owners in the market place, disclosing the user’s location and interests only to trusted businesses that has
business ties with the gateway.
And by providing the businesses a controlled way to offer their promotions to the user through embedding them in the search
results, the gateway protects its users from a barrage of electronic promotions from businesses.
Ease of Deployment

In order for mobile agents to be a widely accepted paradigm, the mobile agent platform must be easy for system
administrators to deploy. The problem here is twofold. Firstly, the platform must be fully integrated with the existing web
server infrastructure. Secondly, there must be a seamless way for the mobile agents to access data located on the database
server.
Firstly, we address the integration with existing Web server problem by having our system built upon Servlet technologies
[5]. Essentially our mobile agent platform can be added to any existing web server that already supports Servlets, and given
the proliferation of JSP and Servlet-powered pages, our platform can readily be added to numerous hosts.
Secondly, to allow the mobile agents easy access to the web server's data, we provide the system administrators a simple API.
To use the API, the system administrators implement a small set of functions, declared in several interfaces within the API.
In operation, during the querying of data, the mobile agents call upon these functions, which in turn will get data from a data
source in a way defined by the system administrator’s implementation. The data source could be anything from flat files,
XML, DBMS, HTML files etc.
Mobile Agent Security

The mention of mobile agent usually brings about concerns of security. As Fünfrocken mentions in [2], "because the insertion
of foreign code into a local host is in the heart of the mobile agent paradigm, security of a mobile agent system is the most
important concern for developers of such a system as well as for site administrators installing it." The three major security
concerns can be categorized into: protecting the platform from agents, protecting agents from the platform, and protecting
agents from agents. The security concerns and potential solutions to the problem are well-documented in the literature. The
full details of such concerns are beyond the scope of this paper. It is, however, of utmost importance that they be addressed.
In our system, we solve the problem by allowing only mobile agents deployed from the gateway to run on the web servers
representing the various businesses. Since the gateway and the businesses have entered into a business relationship, the
businesses can trust that the gateway will not be sending them malicious agents. Work is thus now shifted towards making
sure that the mobile agents are indeed sent without modification from the gateway. We do this by signing our mobile agents
using digital signatures and transporting the agents through secured communication channels.
End User Resistance

When considering the social implications of mobile agents, user resistance presents itself as a potential stopping block [3].
Since the word "agent" usually conjures up impressions of smart software working on the user's behalf autonomously, unless
the users fully understand what is really going on behind the scenes, they may resist the mobile agent paradigm in fear of
agents performing something malicious without their knowing. In order for end-users to embrace this new paradigm, Norman
outlines a few guidelines in [3]. In our system, our solution to this problem is not letting the user know that they are using
mobile agents. In interacting with our gateway through a user-friendly wizard-based interface, dispatching and management
of mobile agents are details hidden from sight from our users. All they will see is the benefits and power of mobile agents
without knowing they are using them.
CONCLUSION AND FUTURE WORK

A mobile agent-based system for location-based mobile advertising, which can be easily integrated into the existing Web
infrastructure, has been proposed and discussed. This system has distinguishing characteristics that do not exist in any
previous work, including: the introduction of mobile agents for location-aware mobile advertising, mobile agents are created
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in a middle layer (gateway) and made available to user for customizing and dispatching, promotional or advertising servers
are integrated into the architecture so that business partnerships can be easily created, and finally, while the platform caters to
mobile wireless users, it can also be used by wired users through a Web browser. In this system, all business participants are
locked in business contracts and thus mutually trusting parties. Such business partnerships allow participants to offer valueadded services to their customers. This business model means that the security issues of mobile agents are no longer a major
concern. For future work, we plan to tune the system as well as add a stronger suite of communication primitives to allow
agents to collaborate with each other.
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